

















THE CITY'S VISION & MISSION

Oklahoma City seeks to further progress as a vibrant,
diverse, safe, unified and welcoming community. We
will provide exceptional service to residents and
visitors. We do this by ensuring the safety of the
public, delivering quality services, and maintaining
infrastructure to support the growth of the City.

The City’s core values include:

e Providing competent, dependable and
efficient service to all by knowing our jobs
and our City;

e Maintaining dependability and
accountability in our relationships;

e Communicating among ourselves and with
our community in a tactful, useful,
informative and honest manner;

e Listening to the needs of others as a critical
part of our communication process;

e Honoring diversity by respecting our
customers and fellow employees;

e Committing to continuous improvement and
growth through visionary, proactive
leadership and technology; and

e Setting standards of quality service by
upholding our core values.
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Compensatioh

The approved salary range for this position is
$171,403.92 to $262,002.24 and is dependent upon the
qualifications and experience of the selected candidate.

This position is located in the
Information Technology (IT)
Department of the City of Oklahoma
City. The IT Director is responsible for
planning, directing, managing, and
overseeing all activities and
operations of the IT Department. This
includes leading the development,
implementation, and execution of the
City's IT strategy, ensuring alignment
with organizational goals, and
providing executive-level oversight of
the department's budget, resources,
and facilities.

The IT Director serves as an executive
leader, collaborating with City
departments to transform business
needs into technical solutions. The
role involves building effective
support teams, ensuring data
integrity, system security, and
compliance with legal and regulatory
requirements, and fostering
innovation through the adoption of
industry best practices and
technology solutions.

The IT Director ensures timely,
consistent, and quality results for
departmental customers while
maintaining a focus on long-term
organizational goals. The IT Director
has regular contact with City
leadership, department heads, and
external stakeholders, providing
briefings on IT strategies, innovation,
ongoing operations, and critical
incident responses. The position
requires a balance of strategic vision
and operational expertise to drive the
successful execution of City-wide
technology initiatives.

Cybersecurity Responsibility

The City’s Chief Information Security
Office (CISO) reports to the IT Director.
The IT Department is the Centralized
Security Authority for City
cybersecurity and is responsible for
security architecture, compliance and
risk management, policy development
and enforcement, centralized
monitoring and reporting, threat



detection and response, incident
management and recovery, and
training and awareness. IT is
responsible for all system security
and working with departments to
meet requirements including Federal
Security Directives (SDs) and
Emergency Amendments (EAs), NIST
800, NIST CSF, HIPAA, PII, PCI, TSA, CIS
Critical Security Controls, and CJIS.

Essential Job Functions

e Planning, directing, managing, and

overseeing the activities and
operations of the IT Department.

e Leading the development,

implementation, and execution of

the corporate IT strategy to
achieve organizational business
objectives using technology.

e Acting as the IT Executive Sponsor

for City technology projects,
ensuring human capital is

effectively allocated for successful

execution.

e Building and maintaining effective

support teams to provide timely,

consistent, and quality results for

departmental customers.

e Developing, implementing, and
monitoring IT policies and
controls to ensure data integrity,
security, systems performance,
and legal and regulatory
compliance.

Providing executive leadership for
technology-related critical
incident responses and
communications.

e Preparing and delivering executive

briefings to City Leadership on IT
strategies, innovations, projects,
and ongoing operations.

Reviewing and approving financial
budgets and expenditures,
including purchase requests,
annual operational and capital
budgets, and human resource
analysis.

Presenting IT budgets to City
Council and providing IT security
updates to the City Audit
Committee.

Reviewing technology support
performance reports, leading
continuous improvement
initiatives, and implementing
corrective action for performance
issues.

Overseeing Open Records requests
for legal considerations and
coordinating IT responses for the
Mayor and Council.



Collaborating with the Public
Information and Marketing (PIM)
Office to communicate with media
and journalists on technology-
related inquiries.

Coordinating responses to critical
security incidents with IT Security,
department directors, and City
Leadership.

Providing leadership for employee
development, training allocations,
and mentoring of IT staff.

Facilitating funding proposals and
approvals with City Leadership to
support IT projects and initiatives.

Ten (10) years of progressively
responsible experience in
managing information technology.

Bachelor's degree in Management
Information Systems, Computer
Science, or related information
technology field of study.

Knowledge, Skills and Abilities

e Knowledge of computer science
principles, IT infrastructure,
systems, and technology
management.

Knowledge of leadership,
organizational management, and
strategic planning.

Knowledge of legal, regulatory, and
audit requirements related to IT
operations and data security.

Knowledge of municipal
government operations, business
processes, and public sector IT
needs.

Skill in leading diverse teams,
including professional, technical,
and clerical staff.

Skill in providing executive-level
direction and decision-making.

Skill in developing and
implementing long-range plans
aligned with organizational goals.

Skill in executing IT strategies and
monitoring outcomes for
continuous improvement.

Skill in verbal and written
communication to brief executives,
City Council, and stakeholders.

Skill in interfacing with media and
public information channels on IT-
related matters.

Skill in planning and administering
operational and capital budgets.

Skill in allocating and managing IT
resources effectively.



Skill in resolving performance
issues, implementing corrective
actions, and making critical
incident decisions.

Skill in monitoring system
performance and ensuring IT
policies safeguard data integrity
and security.

Ability to establish and maintain
effective working relationships with
City Leadership, department heads,
vendors, and other stakeholders.

Ability to navigate a dynamic IT
landscape to adopt innovative
solutions and industry best
practices.

Ability to mentor, train, and foster
growth for IT staff to meet
organizational objectives.

Ability to assess technology
proposals, align IT services with
business needs, and handle
complex legal and regulatory
requirements.

Ability to travel.

August 29, 2019. This means
employees in this job classification
can be subject to disciplinary action
up to and including termination if
they test positive for marijuana
components or metabolites, even if
they possess a medical marijuana
license.

Total Rewards

Competitive Benefits Package
e Flexible schedules and some
telework options
* 96 hours of vacation leave a year
o 40 hours upon first day of
employment
e 130 hours of sick leave a year
11 regular holidays a year
e 40 hours of sick leave conversion
to vacation leave per fiscal year
e Employer paid parking or
EMBARK bus pass for eligible
employees working at the
downtown campus
e Retirement plan
e Credit union with full banking
services
e Employee medical center for

Safety Sensitive Status

This job classification has been
designated as a safety sensitive job
classification in accordance with the
Oklahoma Medical Marijuana
andPatient Protection Act, 63 O.S., 8
427.1 et seq., (OSCN 2019), effective

employee and covered
dependents

e Tuition reimbursement
e Employee assistance program
e Life, health, dental and vision

insurance options

e Disability plan



Competencies

Execution and Results: (1) Sets well-
defined and realistic goals and high
standards of performance for self and
others; (2) displays a high level of initiative,
effort, and commitment toward
performing work; (3) completes
assignments in a thorough, accurate, and
timely manner, and delivers results; (4)
works with minimal supervision, is
motivated to achieve, and demonstrates
responsible behavior; (5) demonstrates
understanding of all aspects of the job and
application of accrued knowledge in
carrying out duties and responsibilities;
technical knowledge; skill in the
techniques, equipment, procedures, and
work required; (6) recognizes
opportunities and takes action for
improvement to programs, policies,
procedures, practices, and processes; (7)
understands and is able to apply the
principles, methods, and tools of quality
improvement; (8) collects, examines,
analyzes, and interprets data from a
variety of sources; (9) makes data-driven
recommendations/decisions and achieves
results; (10) effectively achieves results
through others to achieve the Department
or City's mission.

Business Judgment: (1) Makes sound
decisions and build hypotheses under
uncertainty; (2) leads strategic direction,
and operational decision-making in
volatile, complex, or uncertain business
context; (3) identifies risks and develops
and implements measures to avoid,
mitigate, or minimize those risks; (4)
makes effective, timely, well-informed,
objective, and transparent work-related
decisions; (5) uses resources effectively to
achieve results aligned with organizational
priorities; (6) applies a broad
understanding of financial
management/budgeting principles to
ensure decisions are fiscally sound and
responsible and in accordance with
policies, procedures, processes, rules,
regulations, and laws; (7) makes business
decisions that drive positive, fiscally
responsible performance; (8) manages
ambiguity, business insight, financial
acumen, makes decisions using data and
insight that achieves the best outcome for
the department and City.

Teamwork/Team Oriented: (1)
Recognizes, values, and leverages the
ideas, opinions, and perspectives of
others; (2) participates willingly and
effectively as a team lead or team
member; (3) builds consensus; fosters
team commitment, spirit, pride, and trust;
(4) collaborates with others to accomplish
goals and objectives and achieve results;
(5) expresses facts, ideas, messages, and
information (technical and non-technical)
to individuals or groups clearly, concisely,
accurately, understandably, with honesty,
tact, and diplomacy and in a manner that
is appropriate for the intended audience;



(6) actively listens, clarifies information as
needed.

Customer Centric: (1) Demonstrates
commitment to public service; (2) serves
and satisfies internal and external
customers in a timely and effective
manner; (3) establishes, commits to, and
maintains high standards for producing
quality work products and being
responsive to customers; (4) supports the
Department/City's mission; develops and
executes strategies with the customer in
mind.

Strategic Thinking: (1) Thinks
conceptually, imaginatively, and
systematically; (2) envisions the future; (3)
defines the vision, direction, and goals; (4)
develops a road map for achievement; (5)
anticipates change and plans for it; (6)
considers long-term value and
consequences; (7) influences others to
achieve results; (8) understands where the
organization is headed; knows the
organization's mission and functions, and
how its social, political, and technological
systems work; (9) aligns business strategies
to long-term success of the City; (10) sets
the vision, direction and compelling course
of action; (11) operates effectively within
the systems, programs, policies,
procedures, codes, ordinances, rules, and
regulations of the organization; (12) knows
industry and stays ahead of best practices;
(13) understands the political environment,
management priorities, staff roles and
responsibilities, and grasps external factors
impacting the organization; (14) identifies
when issues need to be escalated to higher
authorities and effectively alerts

appropriate officials.

Leads Through Influence: (1) Persuades
others; builds consensus through give and
take; (2) gains cooperation from others to
obtain information and accomplish goals;
(3) works with others towards achieving
agreements that may involve exchanging
resources or resolving differences; (4)
understands the concepts, practices, and
techniques used to identify, engage,
influence, and monitor relationships with
individuals and groups connected to a
work effort including those actively
involved; (5) leads through influence over
the process and its results, and those who
have a vested interest in the outcome
(positive or negative).

Commitment to Continuous
Improvement: (1) Recognizes
opportunities for improvement with regard
to programs, policies, procedures,
practices, and processes; (2) understands
and is able to apply the principles,
methods, and tools of quality
improvement; (3) collects, examines,
analyzes, and interprets data from a
variety of sources; (4) makes data-driven
recommendations/decisions and achieves
results.

Agility: (1) Values collaboration,
communication, and feedback and is
flexible and open to new ideas; (2) learns
rapidly and transforms learning into
action; (3) examines processes and
practices to perform work most effectively;
(4) demonstrates courage and willingness
to take calculated risks; (5) assesses
readiness; proposes new approaches,



methods, and technologies; (6) plans,
implements, and evaluates change in a
transparent, positive, and thoughtful
manner; (7) exhibits emotional maturity
and stability, effectively manages conflict,
and remains optimistic and calm during
stressful situations; (8) rapidly adapts to
change and leads others through change,
while producing tangible results and
identifying new opportunities.

Talent Development: (1) Provides tools,
materials, equipment, and resources; (2)
provides performance feedback, coaching,
mentoring, encouragement, and support;
(3) discusses personal and professional
goals; (4) provides formal and informal
learning and development opportunities
that support achievement of personal and
professional goals; (5) attracts and
develops talent; (6) manages performance
throughout the department or City; (7) sets
the leadership tone for area of
responsibility.

Inclusive Leadership: (1) Fosters a diverse,
equitable and inclusive workplace where
individual differences are valued, and
employees feel a sense of belonging; (2)
seeks to know and learn about others;
welcomes diversity in ideas, perspectives,

and thoughts; understands and respects
values, attitudes, and beliefs of others; (3)
seeks to build diverse teams through
inclusive hiring practices (ensures
opportunity for individuals of all
backgrounds and demonstrates a
commitment to hiring the most qualified
candidates); (4) cultivates engagement,
team building, collaboration; (5) instills
trust; (6) recognizes contributions and
celebrates accomplishments; (7) promotes
the advancement of all employees
including those of marginalized identities
(e.g., coaching, mentoring, providing
personal and professional development
opportunities); (8) actively participates in
and encourages others to participate in
diversity and inclusion programming
and/or training; (9) strategically integrates
inclusion into business practices and
decisions; (10) demonstrates respect,
inclusiveness, understanding, tact,
diplomacy, and professionalism in
developing and maintaining effective
working relationships with others; (11)
effectively manages one's own feelings and
emotions; (12) builds diverse teams,
promotes advancement of marginalized
employees, participates and encourages
participation of 1&D initiatives.




Working Conditions provided when lifting and carrying
items which weigh over 50
e Primarily indoors in a climate- pounds.

controlled environment. e Arm/hand steadiness enough to

e Occasionally required to work demonstrate and operate
hours beyond normal scheduled computing equipment such as
working hours or to change personal computers, graphic
working hours when conducting workstation, digitizers, plotters,
training or systems analysis. etc.

e Occasional local travel or out-of- e Manual and finger dexterity
town travel. enough to operate equipment

such as personal computers,
audio visual, and other training
aids.

e Subject to frequent low noise
from computing equipment.

Physical Requirements e Near vision enough to read, write,
develop training materials, and

e Near vision enough to read a _
systems documentation, etc.

video display terminal and draft

communications such as written, e Speech and hearing enough to
or machine generated documents, communicate clearly and distinctly
reports, etc. by telephone and in person.

e Arm and hand steadiness and

finger dexterity enough to operate Note
equipment such as keyboard, etc.
clearly and distinctly. demands described here are

representative of those that must be
met by an employee to successfully
perform the essential functions of the

e Hearing enough to communicate
in person and by telephone.

e Strength enough to lift and carry job. Reasonable accommodation may
items such as computer be made to enable individuals with
equipment weighing up to 50 disabilities to perform the essential

pounds. Additional assistance is job functions.








